COUNTER-TERRORISM AND SPECIAL OPERATIONS BUREAU

NOTICE February 7, 2017
16.2 :

TO: All Commanding Officers

FROM: Commanding Officer, Counter-Terrorism and Special Operations Bureau

SUBJECT: PROCEDURE FOR HANDLING IWATCHLA TIPS

The purpose of this Notice is to establish and formalize the process for the handling of information
reported on the iIWATCH system via iWATCHLA .org and the iIWATCHLA mobile application.

The community has the option of sending information via the online website at
lapdonline.org/iWATCHLA or via the iWATCHLA mobile application which can be downloaded
on an Android or iPhone device.

Major Crimes Division Employee’s Responsibilifies: During normal business hours, Major
Crimes Division (MCD), Suspicious Activity Report (SAR) Unit personnel, will review iWATCH
tips and determine if the reported activities and behaviors meet the threshold for a SAR, as
outlined in Special Order No. 17, dated August 28, 2012.

Procedure: Ifthe iIWATCH tip contains activities and behaviors that meet the SAR criteria,
within the City of Los Angeles, the employee shall complete a SAR and forward the information
to the Joint Regional Intelligence Center (JRIC) for review. If the reported behaviors or activities
do not meet the SAR criterion, or involve criminal activity or has a criminal predicate, as well as
no actionable intelligence, the information shall be forwarded to and handled by the appropriate
Department entity responsible for investigative oversight. When the activity reported is found to
be outside the City of Los Angeles, that information shall be forwarded to the appropriate outside
agency. Additionally, if an iWATCH tip requires immediate emergency police response, the
responsible MCD employee shall ensure the information is immediately forwarded to

" Communications Division.

Note: The MCD SAR Unit’s normal business hours are Monday through Friday,
0700 hours to 1700 hours.

When any iWATCH tip received involves an entity outside the Los Angeles area of responsibility
(AOR), (i.e., Central California, Northern California or out-of-state), a notification shall be made
to the JRIC for proper handling and dissemination of the information to that entity. A notification
shall be made to the Commanding Officer of MCD and the SAR Unit when a suspicious activity
incident or SAR is reported to MCD personnel. Immediate notification shall be made when the
SAR involves a place of worship, place of mass gathering (sports/concert venues, malls) or critical
infrastructure (government sites, utility plants).
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The attached iWATCH Disposition Sheet shall be completed once the IWATCH tip handling
procedure has been completed by the MCD employee handling and disseminating the tip. The
documents will be logged by MCD SAR personnel and filed for retention and audit purposes.
Assigned SAR personne] will also maintain a daily rolling log of all iWATCH tips that are
received by the Department and forward the daily log at the end of watch to the Commanding
Officer of MCD. :

All iWATCH Disposition Sheets received from RACR Division personnel will be logged by MCD
SAR personnel and filed for retention and audit purposes. Personnel from the SAR Unit will
review and document the iIWATCH Disposition Sheets completed by RACR Division and log
them into the iWATCH Daily Rolling Log. The MCD SAR Unit shall forward the log to the
Commanding Officer of MCD.

Real-Time Analysis and Critical Response (RACR) Division Responsibilities: During off-
hours, a RACR Division supervisor shall review the iWATCH tips(s) and determine if the
reported activities and behaviors meet the threshold for a SAR as outlined in Special

Order Ne. 17.

Procedure: If an iWATCH tip, occurring within the City of Los Angeles, appears to meet the
SAR criteria, 8 RACR Division supervisor shall contact the MCD on-call lieutenant for further
advice and follow-up. If the information reported in the IWATCH tip contains elements that do
not appear to meet the SAR criteria but are of interest to the Department, a notification shall be
made to the MCD on-call lieutenant for advice.

At the direction of the MCD on-call lieutenant, the RACR Division supervisor shall ensure that a
SAR is completed if the iWATCH tip meets the SAR criteria. A copy of the SAR shall be faxed
and the original report forwarded to the MCD SAR Unit as outlined in Special Order No. 17. The
MCD on-call lieutenant shall also determine if the nature of the SAR requires an immediate
response by MCD on-call investigative personnel and/or notification to the JRIC/CT6.

Note: If an iWATCH tip requires an emergency police response, the employee shall
ensure the information is immediately forwarded to Communications Division.

When the activity reported is found to be outside the City of Los Angeles, that information shall
be forwarded to the appropriate outside agency. When an iWATCH tip involves an entity outside
the Los Angeles AOR (i.e., Central California, Northern California or out-of-state), a notification
shall be made to the MCD on-call JRIC personnel for proper handling and dissemination to that
entity.

An iWATCH Disposition Sheet shall be completed once the iWATCHLA tip handling procedure
has been completed by the initial employee handling and disseminating the tip, The iWATCH
Disposition Sheet shall then be electronically forwarded to the MCDSAR@lapd.online generic
email address.
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Major Crimes Division Commanding Officer Responsibilities: The Commanding Officer of
MCD shall ensure that all SARs meet the SAR criteria and that the information is forwarded to the
appropriate Department entity responsible for investigative oversight.

Audit Responsibilities: The Commanding Officer, MCD, is responsible for auditing the SAR
process on a regular basis. Compliance with this Notice will be determined by the Inspector

General during the audit of the SAR process.

If you have any questions, please contact the Analysis Section, SAR Unit, MCD, at

(213) 486-7240.

I/
MICHAEL P. DOWN/E_XL;Q;”Députy Chief
Commanding Offject-"
Counter-Terroriéi and Special Operations Bureau

Attachment

DISTRIBUTION “B”

APPROVED:

AR

SEAN W, MALINOWSKI, Deputy Chief
Chief of Staff
Office of the Chief of Police



Tracking #

IWATCH DISPOSITION SHEET

DATE & TIME RECEIVED: BUREAU:
RECEIVED BY: DIVISION:
METHOD RECEIVED:

D ONLINE LOCATION OF INCIDENT:

["] APPLICATION  DATE & TIME OF INCIDENT:
SAR CREATED:
[] noO [] ves DR# [ ] TIP/LEAD SUBMITTED #

RELATED REPORT(S) CREATED:

[] vEs DR# [ ] crimE [ ] ARREST [_] PROPERTY [ ] OTHER:
L1 no
L] TARGET/VICTIM'S AGE ] NOT APPLICABLE

[] WEAPONS INVOLVED (DESCRIPTION)
[ ] INJURIES INVOLVED (DESCRIPTION)
[ ] PROPERTY DAMAGE INVOLVED {DESCRIPTION)

NOTIFICATIONS:

I no [ ves TO:
DISPOSITION:
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