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Employees 
assigned to M

ajor Crimes Di
vision (IvICD)

 should be awa
re that the natu

re of their

work is confi
dential and s

ensitive. Infor
mation receive

d and develop
ed by MCD emp

loyees

shall only be
 disseminate

d on a need an
d right to know

 basis. Additi
onally, employe

es assigned

to Anti-Terra
risrrz Intell

igence Section
 (ATIS) shall 

be govezned b
y the Standard

s and

Procedures 
approved by t

he Board of Pol
ice Commissi

oners. The f
ollowing are sec

urity

precautions t
hat MCD per

sonnel shall co
nsider during

 their daily as
signment, This

 list will be

periodically 
updated at th

e direction of
 the Commandi

ng Officer of
 MCD to ensiu~

e that security

procedures re
main relevan

t and effective
.

Discussion of 
MCD informa

tion with non-
IvICD personn

el is strictly pro
hibited, unless a

need and rig
ht to know ex

ists; MCD inf
ormation woul

d include: arri
ve criminal

investigation
s, intelligenc

e investigation
s, source repo

rting, surveill
ance reports or a

ny

other inform
ation not cons

idered open so
urce informat

ion. Under no
 circumstances

 shall

MCD infor
mation be discu

ssed with rela
tives, friends 

or former MCD
 employees.

Former MCD
 employees s

hall be prohibi
ted from disc

ussing the abo
ve information u

pon

conclusion o
f their assign

ment at MCD.

• While inside
 the MCD offi

ces, alt person
nel are requir

ed to display app
ropriate law

enfarcemeni
 credentials. V

isitors to MC
D sha11 be esc

orted and disp
lay appropriate la

w

enforcement 
or visitor ident

ification. The
 MCD employ

ee who allows
 o~cc access to

maintenance, r
epair and deliv

ery personnel s
hall escort th

em, or assign an
other MCD

employee the
 responsibilit

y of escort. Un
escorted vzsi

tars shall be chal
lenged in order

 to

determine th
e legitimacy o

f their presenc
e in MCD offi

ces.

• MCD pe
rsonnel shall 

ensure that comp
uters, laptop

s, and any stor
age devices conta

ining

sensitive and
 confidential i

nformation ar
e not Left unatt

ended, The LA
N system "G"

drive (guarde
d drive} shoul

d be utilized f
or storage of s

ensitive ar conf
idential

information.
 External driv

es (i.e. thumb
 drives) shauId

 be utilized as a
 backup and

should gener
ally be secure

d in a locked c
abinet during

 off hours. Info
rmation remove

d

from the IvI
CD office, whe

ther hard copy
 or on an exter

nal storage dev
ice, should not b

e



!eft unsecured or in an unatten
ded vehicle. ATIS personnel should 

be guided by the

Standards and Procedures w
ith regards to storage of intelligence.

• When no longer needed or elig
ible for retention, alI sensitive and can#iden

tial MCD

information shall be destroyed
 utilizing the Divisional shredders. Phi

s will ensure that

inappropriate dissemination o
f infanmation does not occur. Additio

nally, employees sha11

lock file cabinets and remove a
ll sensitive and confidential material fro

m the workspace.

MCD pexsonnel should consid
er utilizing conference rooms when disc

ussing sensitive

operations, source informatio
n or other confidential case related issue

s.

Any employee who gains access
 to the MCD office during off=hours sh

alt notify their

immediate supervisor. That sup
ervisor must ensure access was within

 the scope of their

official duties.

• MCD personnel periodical
ly receive calls requesting MCD info

rmation or employment

verification. If the identity of th
e caller is in question, a return call sh

all be made to

verify the caller°s identity and th
eir need and right to know, prior to t

he release of any

information.

~ MCD personnel having Fede
ral Bureau of Investigation (FBI) s

ecurity clearances shall be

cognizant of the requirement to re
port any planned official or unoffic

ial foreign travel, 10

days prior to departure, All fore
ign travel, including trips to Mexi

co and Canada, shad be

reported in accordance with Dep
artment of Justice regulations, Unpl

anned trips to border

countries shall be reported as
 soon as possible upon return to the

 United States. These

notifications aze to be made
 to the FBI Security Officer, at the F

BI Office, 11000

Wilshire Blvd, West Los Angeles
.
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